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OnuncaHune |OT Vega Server

CeteBon cepsep |IOT Vega Server 37O MHCTPYMEHT A5 OpraHuM3aumm CeTen cTaHaapTa
LoRaWAN nto6oro maciutaba.

MpenHa3HayeH 4ns ynpaBieHUs OMOPHOM CETbo 6a30BbIX CTaHUMW, paboTaloWmMX Nog
ynpaeneHnem 1O Packet forwarder ot komnaHmm Semtech, mprema [aHHbIX C OKOHEYHbIX
YCTPOWCTB M Nepefayn MX BHEWHUM MPUIOXEHUIM, a Takke nepefays OaHHbIX OT BHELUHMX
npunoxenun Ha LoRaWAN ycTponcTsa.

CepBep paboTaeT no cneundmkaumm LoRaWAN 1.02 n nogaepxmBaeT Ntobble OKOHEYHble
YyCTPOMCTBA, paboTatoLlme CornacHoO AaHHOM BEpCMM cneundurkaLmm.

Bce nmpuHATbIE OT OKOHEYHbIX YCTPOWCTB OaHHblE COXPaHSAoTCS BO BCTpoeHHom B IOT
Vega Server 6a3e faHHbIX U BCeraa LOCTYMHbI 418 BHELIHUX NPUNOXEHUNA.

OTkpbITbI API, ocHOBaHHbIM Ha TexHonornn Web Socket nossonsieT nogkmoyaTb K [OT
Vega Server BHeELWHME MPUIOXEHNS M MCNOb30BaTb BO3MOXHOCTM LORaWAN ceTen B Balmx
npoeKTax.

IOT Vega Server BbiNyCKaeTCs B BUAE KOHCOJIbBHOTO MPUAOXEHUS ANs OnepauOHHbIX
cuctem Windows, Linux n Linux-ARM (c6opka ans 3anycka Ha nnathpopme 6a30BbIX CTaAHLNN).

[ns ynpaBneHuns cepeepom mncnonbdyetcs npunoxeHme |IOT Vega AdminTool ¢ npocTbim
OPYXeCTBEHHbIM UMHTepdencomMm. AdminTool OTKpbiBaeT nepes agMUHUCTPATOPOM cepBepa
LUMPOKME BO3IMOXHOCTUK MO ynpasneHmto ceTbto LORaWAN. C AdminTool Bbl MOxeTe fo6aBnsTb
B CE€Tb HOBble OKOHeuHble ycTponcTBa LoORaWAN, npocmMaTpurBaTh KapTy CETU, KOHTPONMPOBaTb
6a3oBble CTaHUWMKW, a Takxe YynpasndaTb npasaMu nosnb3osatenen. IOT Vega AdminTool
npepocTasnseTcs B Buae Web-npunoxeHus.

[ns paboTbl C yCTPOMCTBaMU UCNonb3yeTca knneHTckoe npunoxeHune |OT Vega Pulse ¢
WMPOKMM CMEKTPOM BO3MOXHOCTEN W3BAEYEHUS AaHHbIX, O6pabOTKM K MNpeacTaBAeHUs B

pPa3nMyHbIX popmMaTax (Tabnuua, rpaduk, OTYET, AMarpaMmma).
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BO3MOXHOCTW

MO nmeeT orpaHNYeHnst MO MPOMYCKHOW CNOCOBHOCTM MHGOPMaLMKL

® MakcKMmasbHasg 4acToTa COOOBLWEHMKM, MOAyYaeMblX OT OKOHEYHbIX YCTPOWCTB B 30HE
0EeNCTBNS IoKanbHOW ceTu (30Ha oxBaTa ofHow BC) He MOXeT npeBbilaTh 3HaYyeHus: 10 nakeToB

B MUHYTY C GyHKUMeN noaTeep)aeHU 1 20 NakeToOB B MUHYTY 6€3 MOATBEPKAEHMS.
© [Mpu yCTaHOBKe PacrnmMcaHmns CEaHCOB CBS3M OKOHEYHbIX YCTPONCTB C CEPBEPOM OAMH pa3

B CYTKW, MaKCUMaJlbHOE KOJIMYECTBO TaKnX yCTpOl7ICTB B 30HE AENCTBUS NOKAIbHOM CEeTU He

MOXXET MpeEBbIWaTb OAHY TbiCAYY €ONHUNLI.
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DyHKLUMN

@ [lopaepxxka NobbIXx OKOHEYHbIX ycTponcTB LoRaWAN 1.0.1

@ [lopoepxka OKOHeuHbIX ycTponcTB knacca A n C

® BcTpoeHHas 6a3a AaHHbIX

@ [loanepykKa paboTbl C BHELLIHeN 6a30M AaHHbIX

® YpobHoe NpunoXxeHue adlMMHUCTpaTopa

® [loCTpoeHMe KapTbl CETU

@ YnpaBlieHWE NOSb30BaTENSIMU CETU

@ [nbkag HaCTpOWKa NOAKIOYEHHBIX K CEPBEPY YCTPONCTB

@ [lopoep»ka NPOU3BONbHbLIX YACTOTHbIX MIAHOB

® OHNaH NMPOCMOTP MAKETOB C KaXXAOro YCTPOMCTBA (HMUCXOAsLME U BOCXOAsLLME
nakeTbl)

@ [padukm CBA3M AN KaXAOro yCTPOWCTBa B CETU
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YCTaHOBKa

n

MNepen o6HOBNEHMEM (yCTAaHOBKOM HOBOW BEPCUM) CeEpBEpPa, PEKOMeHAyeTcs
BbIMONIHNTL pPE3EepPBHOE COXpaHeHue 6a3bl AaHHbix (BJ) M darna HacTpoek Mo cienyrowmm
MPUYNHAM:

@ HOBas Bepcua cepsepa mMoamduumpyeT CTpykTypy b, nostomMmy, B ciydae
HeobxoAMMOCTM BO3BpaTa K NpeablayLlen BepCum, CepBepP He CMOXET paboTaTbh C M3MEHEHHOW
BA;

® Qann C HaCTPOMKaMM MOXET 6bITb 3aMeHeH alioM 13 yCTaHOBOYHOrO NakeTa. Bepcus
ong Linux nepen yCTaHOBKOW COXpPaHSeT MMEIOLLYIOCS BepCUo KOHPUrypaumoHHoro damnna um
YUYNTBIBAET 3TU 3HAYEHUS NPU CO3OAHUN PE3YNbTUPYIOLErO KOHOUrypaunoHHoro ¢awna. Npu
pasbope MMeloLerocs KOHPUrypaumoHHoOro damna Moryt BO3HUKHYTb OLUMOKM U HAaCTPOMKU
oyayT yTepsiHbl. O6HOBNEHMEe dalina HaCTPOeK HeOoBXOAMMO, MOCKOAbKY B HOBOW BepcCuUM

cepBepa aobaBneHbl HOBble HACTPOMKMN.

Bepcus pns Windows He TpebyeT yCTaHOBKW. Heob6xoAMMO pacrakoBaTb apxvB U
3anyCTUTb MCNONHSAEMbIN dainn.

Ons KoppekTHOM paboThl cepBepa HEOOXOAMMO O653aTeNbHO YCTAaHOBUTL O6E BEPCUU
6M6IMOTEK, KOTOpble HaxoasTcs B anpekTopun IOT Vega Server/msve c++ 2013. Mocne 3Toro

MOXHO Ha4yMHaTb paboTaTb C CEPBEPOM.

Bepcus ons Linux noctaensgeTcs B Buae yctaHoBo4uHOro DEB nakeTa ang 64-x paspsaHbix
CUCTEM.
[Mpouecc yCTaHOBKM NPUIOXeEHUS Ha Linux:
® ckadvaTtb dann Ha lK;
® YyCTaHOBUTb, BbINOAHMB KomaHay: sudo dpkg -i /nyTb/k/danny/iot-vega-server-
1.2.0.deb;
@ Ang KOHPUryprmpoBaHMS HEOBXOAMMO M3MEHUTb CoAepXumoe danna C HaCTPOMKamMm
/opt/iot-vega-server/settings.conf;
® [na 3anycka cepBepa B paboTy HeOo6XOAMMO BbIMOMHUTL CKpunT sudo ./iot-vega-
server.sh B anpekTopun /opt/iot-vega-server (M60 HanncaTb HOBbIM CKPUMT C YKAa3aHWEM MyTU

K 6MbnMoTeKaM (AMPEKTOPUS YCTaHOBKM).
Ons KoppekTHOM paboThl MnarnMHa BHewHen 6a3bl gaHHbiXx MySQL Ha onepauMoHHOWN

cucteme Linux Heobxoammo Hanunume 6mobnmnotek libssl (Bepcum mnagwe 1.1.0) B cucteme, a

MMEHHO onpegeneHHbIX CMMBOJIbHbIX CCbIJIOK. C nakeToOM MOCTaBASIOTCS CCbINKK, HO 3a4acCTylo
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M60  BepcUMU BUBIMOTEK pPa3HATCs, M60 MeCTa YCTaHOBOK. M3-3a 4ero oOkasbiBaeTcs
HEBO3MOXHbIM 3anycK cepBepa. [1ng pelleHns npobnemMbl BOCCTaHOBNEHMS CCbIIOK HEOHXOANMO
BbINMONHUTL ClefytoLlee:

® nepenTw B Nanky c nnarmHamm ana b/l cd /opt/iot-vega-server/sqldrivers v BoInOAHUTb

cnepytouyto komaHay: LD_LIBRARY_PATH=/opt/iot-vega-server/ ldd libgsqlmysql.so.

[MpUMeEpPHbIN pPe3ynbTaT BbIMOHEHMUS:

linux-vdso.so.1 => (0x00007ffd035fe000)

libQt5Sql.so0.5 => /opt/iot-vega-server/libQt5Sql.so.5 (0x00007f9a76730000)
libQt5Core.so.5 => /opt/iot-vega-server/libQt5Core.so.5 (0x00007f9a76010000)
libmysglclient.so.18 => /opt/iot-vega-server/libmysqlclient.so.18 (0x00007f9a75a40000)
libpthread.so.0 => /lib/x86_64-linux-gnu/libpthread.so.0 (0x00007f9a75822000)
libz.so0.1 => /lib/x86_64-linux-gnu/libz.so.1 (0x00007f9a75609000)

libssl.s0.10 => /opt/iot-vega-server/libssl.s0.10 (0x00007f9a753aa000)
libcrypto.so.10 => /opt/iot-vega-server/libcrypto.so.10 (0x00007f9a74fce000)
libdl.so.2 => /lib/x86_64-linux-gnu/libdl.so.2 (0x00007f9a74dca000)
libstdc++.50.6 => /usr/lib/x86_64-linux-gnu/libstdc++.s0.6 (0x00007f9a74ac6000)
libm.so0.6 => /lib/x86_64-linux-gnu/libm.so.6 (0x00007f9a747c0000)

libgce_s.so.1 => /lib/x86_64-linux-gnu/libgcc_s.so.1 (0x00007f9a745aa000)
libc.so.6 => /lib/x86_64-linux-gnu/libc.so.6 (0x00007f9a741e1000)
libicuil8n.so0.56 => /opt/iot-vega-server/libicuil8n.so.56 (0x00007f9a73d48000)
libicuuc.so.56 => /opt/iot-vega-server/libicuuc.s0.56 (0x00007f9a73990000)
libicudata.so.56 => /opt/iot-vega-server/libicudata.so.56 (0x00007f9a71fad000)
librt.so.1 => /lib/x86_64-linux-gnu/librt.so.1 (0x00007f9a71da5000)
libgthread-2.0.s0.0 => /usr/lib/x86_64-linux-gnu/libgthread-2.0.s0.0 (0x00007f9a71ba3000)
libglib-2.0.50.0 => /lib/x86_64-linux-gnu/libglib-2.0.s0.0 (0x00007f9a7189b000)
/1lib64/1d-linux-x86-64.50.2 (0x00007f9a76b8a000)

libpcre.so.3 => /lib/x86_64-linux-gnu/libpcre.so.3 (0x00007f9a7165d000)

[laHHag KoMaHZa OTO6pakaeT 3aBMCMMOCTW ANs nnarvHa 6a3bl daHHbix MySQL. Ecnm
OBHapYyXeHbl NYCTble CTPOKN — HEOHXOAMMO BbIMOJHNTL MOUCK COOTBETCTBYIOLWMX BUGINOTEK
Ha K c cepBepoM 1 NponucaTb K HAM NyTb. 1S 3TOro HEOOXOAMMO BbIMOMHUTL Cheaytolme
warm:

® HeobXxOAMMO CaMOCTOSATENbHO BbIMOAHUTL NOMCK (KomaHaa find / -name “libcrypto*”) n
CO34aTb CMMBOJIbHbIE CCbITKM (KOMaHAa ln —s “nyTb_K_6ubnmnoTteke” libcrypto.so.10) B nanke c
cepsepoM (/opt/iot-vega-server) nns dannos libcrypto m libssl;

® noce 4yero Heo6xoAMMO CHOBa BbIMoNHUTL KoMmaHay LD_LIBRARY_PATH=/opt/iot-
vega-server/ ldd libgsqlmysql.so B nanke ¢ nnarMHamm 1 y6eamTbCs YTO BCE 3aBUCUMOCTM

YLOOBNETBOPEHDI.
Bepcusa ang Linux-ARM nocTaBnseTcs B BUAE apXmBa U He TpebyeT yCTaHOBKM.

ApxwuB iot-vega-server (armhf) v1.1.5.tar.gz Heo6x0AMMO CKOMMPOBaTb B TPeEbyEeMyto

nanky 1 pasapxmMBmpoBaTb KOMaHAoW tar —xvf iot-vega-server (armhf) vi1.1.5.tar.gz.
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Hanee HeEO6XOANMO U3MEHUTb Gann KOHOUTypaLMKM Noa BalLm TpeboBaHus. B paboTy

cepBep 3aryckaeTcs Yyepes ckpunT iot-vega-server.sh.

Pa6oTa Cc BHELWWHMMM 6a3amMmM JaHHbIX He noanep>XXmBaeTcCA.

PekomeHnpyetcsa pa3BopaumBaTb cepBep Linux-ARM Ha mMoHTUpyemomn kapTte
namaTtu. NMockonbKy cepBep B npouecce cBoen paboTbl co3paeT ¢pann 6asbl
AaHHbIX U pannbl LOG'oB. 2T dpannibl MOTyT MMETb 3HAYUTESNIbHbLIN O6bEM U
MOTYT YMEHbLUAaTb CPOK C/TYXX6bl BCTPOEHHOM NamMsTH.
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HacTponku

CepBep paboTaeT B aBTOHOMHOM pexmme, TpebyeTcsa Aulb NepBOHaYanbHOEe
KOHOUTypUpOBaHMe Mepen 3amyCcKkoM cepBepa. YTO6bl  OCYLWEeCTBUTH MePBOHAYANBHYIO
HaCTPOWKy CepBepa HEOOXOAMMO 3alTK B Manky C dannamm cepeepa U OTKpbITh settings.conf ¢

MOMOLL IO MOHBOro TEKCTOBOrO pefakTopa (Hanpumep, «bnokHOT»).

Mpun pepakTupoBaHmn damna settings.conf Henb3d ncnonb3oBaTb CUMBON «!»
- BOCKNMLATENbHbIN 3HaK

Copepxumoe dpanna BbIrnaauT Cneayowmm obpasom:

# Host connection settings
[host]

# IP-address for UDP connection (gateway connection)
ip=127.0.0.1

# Port for UDP connection (gateway connection)
udpPort=8001

# Port for TCP (WebSocket) connection
tcpPort=8002

# "path" part of webSocket address
webSocketPath=/

# Flag of using SSL encryption for WebSocket
useSSL=0

# SSL certificate filename (certificate must be in server’s directory)
certFileName=cert.crt

# SSL key filename (key must be in server’s directory)
keyFileName=key.key

# LoRaWAN network settings
[lora]
# LoRaWAN network identifier (should be random between 1 and 127)
networkID=1
# LoRaWAN sub network identifier (should be random for subnetwork) [between
1 and 131071
networkArbitraryID=124365
# Flag for using Plug-and-Play gateways function.
# If this value is 1, server would automatically append all gateways which
connected to one
usePnPGateway=1

# Super user options
[root]
# Login for super user
root=root
# Password for super user (recommendation: change this password to your own)
password=123

# Console settings (volume of debug information)

[console]
# Maximum level of console messages that will be shown (levels of messages
represented below)

maxMsgLevel=20
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# Maximum level of console messages that will be saved into LOG file (levels of
messages represented below)

# Console message levels:
# errors =0

# uplink =1

# downlink =2

# warning =3

# info =4

# debug =20

maxLogMsgLevel=0
# Maximum count of log files. Now size of each log file internally constructed to

25MB.

#0 = unlimit count

# 1and 2 = 2 files: current and previous
#3 = 3 files: current and 2 previous
# ...

# > 1000 = unlimit count

maxLogFilesCnt=3

# Common database settings
[database]
# The database would be optimized in this local time each day ( format
[hh:mm:ss] )
# This operation cause blocking of database for some small time ( about 10
seconds and below - depending on database size )
taskOptimizationTime=21:00:00
# Period of database defragmentation in days. This operation need to scale down
of database size.
# This operation cause blocking of database for some time ( about several
minutes - depending on database size ).
# So use real period value!

#0 = defragmentation is not processed
#1 = each 1 day ( not recommend )

# .

# > 365 = defragmentation is not processed

defragPeriod=30

# External DataBase settings
[external_db]

# Flag of using external DB
useExternalDb=0

# Type of external DB. Supported only next types:

# MYSQL

# SQLITE
typeExternalDb=MYSQL

# Name of external DB (schema’'s name for MYSQL)
nameExternalDb=server

# IP and port of DB's server ("localhost" is supported)
ipExternalDb=127.0.0.1
portExternalDb=5505

# User login and password (user should have maximum level of privileges)
userExternalDb=admin
passwordExternalDb=admin

# self-test settings
[selftest]

# Flag for enabling anonymous reports with possible server errors
enableReports=1

# Common email settings

PeBun3ma N2 16 o1 17.05.2024



@ Beaa IOT Vega Server/PykoBoaCTBO

[email]
# Timeout in seconds between two serial email sending
emailTimeout=3

Cekums [host] coaep>nMT HACTPOMKM MOPTOB M CETEBbLIX COEMHEHWI:

ip — IP agpec yepes koTopbIN ByayT paboTaTh 6a30BblE CTAHLMWY;

JaHHbIN napameTp HEO6XOAUMO M3MEHUTb Ha KOppPeKTHbIN IP agpec, yepes
KOTOpbIN 6yayT paboTaTb 6a3oBble CTaHUMU. B NpoTMBHOM ciyyae cCBfi3n C
63a30BbIMU CTaHUMAMU He byaeT

udpPort — nopT ans 6a3osbix cTaHumn (BC);
tcpPort — nopT ans BHeWHMX NpunoxeHuin (B Tom yncne angd AdminTool);
webSocketPath — conepxumoe nons «nyTb» B agpece WebSocket. Ecnv 3aaaTh B AaHHOM none
/ws, To npu noakntoveHnn ns AdminTool Hy>XHO 6yaeT ykasbiBaTb ws://address:port/ws;
useSSL — dnar paspelueHmns ncnonb3oanus SSL wndposaHma ang WebSocket;
certFileName — nmsa dpaina, B KoTopom copepxmntcs SSL cepTudumkaT (C paclumpeHmem);
keyFileName — nms danna, B kKoTopom conepxmtcs SSL kntoy (C paclumpeHmnem).
Ons HanaxuvBaHWs KOPPEKTHOW paboTbl SSL WMPpPOBaHMS HEOOXOAMMO BbIMOJIHUTD

cnepyouwme oencTBus:

® nonyunTb SSL cepTndumkaT (1 KtoY), MOANUCAHHbIM JOBEPEHHBIM LEHTPOM CepTudMKaLmm
(3TO MOXeT 6bITb M 6eCcnnaTHbIN AOBEePEHHbIN LIEHTP, HanpuMmep sslforfree nnu letsencrypt);

® yctaHoBuTb OpenSSL Bepcunm 1.0.2 (cepsep ¢ Bepcmen OpenSSL 1.1.0 He paboTaeT);

@ ckonmpoBaTb Qanibl cepTudmMKaTa M KMtoYa (Ana linux AOCTaTOYHO CO3[aTb CCbIKM) B
OVNPEKTOPUIO C CEPBEPOM;

@ paspewunTb wMcnonb3oBaTb SSL wundpoBaHMe, nponmcaTb COOTBETCTBYIOLWME KVMEHA
dannos (c cepTUOGUKATOM U KIIKOHOM) B KOHPUIYpaLMOHHOM panne;

© 3anyCTUTb CEPBEP, NMPOCNEANTb 3a BO3MOXXHbIMU OoLLIMBKaMMW.

Bepcna OpenSSL  agns  Windows gocTtynHa Ha canTe iotvega.ru no  ccblike

http://iotvega.com/content/ru/soft/server/Win320penSSL-1_0_2n.zip.

Cekuus [lora] conep>xmnT aaHHble Ans MaeHTUdUKaumm B LoRa-ceTu:
networklD - onpepenset wuaeHtTudukatop LoRaWAN cetn. [lepen 3anyckom cepsepa

HEOH6XOAMMO YCTAHOBUTL Cly4YaHOE 3Ha4YeHe B AranasoHe oT 1 ao 127 BKIOYNTENBHO;
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.:5_\\ Beaa |IOT Vega Server/PykoBoacTso

— )
= AB C O N T

Ecnn B HenocpeacTBeHHOM 64M30CTM 6yAyT paboTaTb HECKOJIbKO ceTen
LoRaWAN, koTopble ncnonb3ytot oanHakosble NetworkID — kaxpasa s ceten

i ' NPOAOMKUT pPaboTy B HOPMANbHOM peXumme, HO MNepuoauyveckn 6yayT
= nosenaTbCcs ownbkm o HekoppekTHocTM NwkSKey Toro wam wmHoro
YCTPOMNCTBa:
“INVALID_DEVICE_NETWORK_SESSION_KEY"
networkArbitrarylD - onpepender wnaeHTndmkatop noncetu. [lepen 3anyckom cepsepa

Heo6XxoAMMO YCTaHOBUTb CllydalHoe (Mnn onpeaeneHHoe) 3HavyeHne B npeaenax ot 1 go 131071
BKJTIOYUTENBHO.

usePnPGateway — dnar paspelweHuns aBTomatmyeckoro gobasnenns bC Ha cepsep. Ecam aTa
onuns paspelleHa, cepeep O6YO HeusBecCTHylO paHee bC 6yper pob6aenaTb B CMAMCOK

3apernctprpoBaHHbIx BC ¢ napameTpamuy No yMonyaHuIo.

Cekums [root] onpeagendeT l/I,EI,eHTl/lCI)l/IKaLI,l/IOHHble JaHHble cyrepnosib3oBaTens, rae root —

NOTVH, a password — napons.

Cekumst [console] 3amaeT HacTpPOWKM O6beMa BbIBOAMMOM MHPOPMALMM B KOHCONMb U
coxpaHeHunss ee B LOG dann (napameTpbl JaHHOW CEKLUMWM OBHOBASIOTCS KaXAyld MUHYTY,
NO3TOMY AJ19 U3SMEHEHWSI YPOBHS BbIBOAMMbIX COOBLLIEHWNIM Nepe3anyCcK CepBepa He HyXXeH):
maxMsglLevel — MaKCKMManbHbIM YPOBEHb COOOLLEHUIA (BKIIOYUTENBHO), KOTOpble OyayT
OTOBpPaAXaTbCA B KOHCONMM cepBepa. PaclundpoBka ypOBHEN COOBLLEHNIN MPUBELEHA HNXKE;
maxLogMsglLevel — MakCHManbHbIM YPOBEHb COOBLLEHNI, KOTOpble 6yayT coxpaHsTbcs B LOG
dann.
maxLogFilesCnt — uncno otaensHbix dpamnos ¢ LOG nHdopmaumen. Cepsep cosgpaeT dannbl C
LOG nHpopMaumen C orpaHu4eHrnem no pasmepy ogHoro ¢awmna 25MbB. [laHHas HacTpowka

3adaeT uncno Takmx pannos. 0 — HeorpaHnyeHHoe Ymcno, 1 nam 2 — 2 danna, 3 — 3 danna n T.4.

YPOBHW COOBLLEHNI KOHCONN:

®

0 = COOBLLEHNS C KPUTUYECKMMM OLUMOKaMU;

®

1 = ncxoasuwme (uplink) coobulenms;

® 2 =ocxogsume (downlink) coobLieHus;

® 3 =CoobLeHNs C NpeaynpexaeHUamu;
® 4 = pHPOPMAUMOHHbIE COOBLLEHMS (3a4acTyto HecyT WHOOPMaLUMIo OTNAAOYHOrO
XapaKTepa);

@ 20 = coobLlieHmna C OTNaa0YHOMN MHPOPMaLIMEN.
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Cekuuns [database] conep>xmT obLIME HACTPONKM CEPBUCHDBIX GYHKLMIA Mo paboTe ¢ bJ1. B
npouecce paboTbl cepepa ¢ B, nponcxoanT cospaHne u yaaneHue sanmcen B Tabnmuax bl
[Mpn 3TOM yBenmymBaeTcs dusmdeckmm pasmep damnos bl. Cepsep BbINOAHAET QYHKUMIO
onTUMM3aLMKM cogepxmnmoro bl — aTo yaaneHue HeakTyasbHbIX AaHHbIX AN YCTPOMUCTB (Bpems
XPaHEHUS  «CbIPbIX»  AaHHbIX AN KaXXAOMO M3  YCTPOMCTB  33JaeTcsi OTAENbHO) W
nepepacrnpefeneHme BbICBOBOXAEHHOTO MecCTa Mnocne YyAaneHus HeakTyalbHbIX [OaHHbIX.
YpaneHne HeakTyallbHbIX JaHHbIX BbIMOMHAETCS KaXkable CYTKWM (BpemMs BbIMOJHEHUS OO OAHOW
MWUHYTbI) U OoNTUMM3aums Tabnuy B[ BbINONHSETCS C 3adaHHbIM MNepuoaoM. [AnuTenbHOCTb
BbINOJIHEHUS] OMTUMM3ALMM Tabnul, B[] MOXeT COCTaBnaTb AO HECKOJIbKMX MUHYT (3aBUCUT OT
MouHocTun K ¢ cepepom Bb/l). B TeueHne gaHHOro BpeMeHU BHellHMe MHTepdeNchl cepBepa
OyayT HeakTMBHbI. [103TOMYy Bpems Hayana BbIMOJHEHWS OMNTUMM3aUMM cneayeT BblbUpaTb B
neproabl MeHbLLIEN 3arpy3Kmn cepBepa.
taskOptimizationTime — Bpems Havana BbINONHEHWNS onNTuUMM3aumm B (popmaT y4:MM:CC);

defragPeriod — nepuoa mexay BbINOAHEHUIMU onTUMm3aumn bl (B aHSX).

Cekuuns [external_db] conep>xmnT HaCTPOMKM MO paboTe C BHELWIHEN 6a30oM aaHHbIx (BJ1) —

nocne n3MeHeHns HaCTPOEK HEOOBXOAMMO Nepe3anyCcTnTb CepBep:
usekxternalDb — ¢nar, paspewatowmin padoty ¢ BHewHen B, MoxeT npnHMMaTb 3HaveHus 1
nnn O;
typeExternalDb — napameTp, 3agatowmin Tmn BHewHen B/ B Buae cTpoku. B HacToawmm MOMeHT
nopnep>XmBatoTcsa Asa Tuna b:

@ MYSQL;

® SQLITE - co3pmaHune n paboTa c dpamnom bl ¢ HaMMeHOBaHMEM, OTIMYAIOWMMCS OT
HaMMEHOBaHMS MO yMon4vaHuio («server.db»).
namekxternalDb — HanmeHoBaHMe 6a3bl AaHHbIX. [ng SQLITE cooTBeTCTBYET HanMeHOBAHMIO
dawnna, ana MYSQL — HaMeHOBaHME CXEMbI;
ipExternalDb — IP appec cepepa BHewHen CYB/ (He ncnonssyetcs ans SQLITE) B Buae cTpoku
(nopnepxxmpaeTcsa 3HaveHMe «localhosty);
portExternalDb — nopt cepsepa BHewHen CYB/ (He ncnonbsyetcs ans SQLITE);
userExternalDb - uma nonb3oBaTens nnga aBTopu3aunM Ha cepBepe BHellHen CYBJ (He
ncnonbsyetcs ang SQLITE);
passwordExternalDb — naponb ang aBTopmsaumm nonb3oBatens Ha cepsepe BHewHen CYB/ (He

ncnonbsyetcs ans SQLITE).

Monb3oBaTtenb AO/MHKEH 06/1afaTb MaKCUMMajbHbIMU MpPaBaMyM Ha BHeCEHUe
n3MeHeHumn B cocTtas b/]
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[ 3 Mpun nepexope ¢ nokanbHow B[] Ha BHELHIOO, NPY NEPBOM 3anycKe cepBepa
' JaHHble U3 nokanbHon b/l 6yayT nepemelleHbl BO BHeLWHOW B

Cekums [selftest] coaepmnT dnar paspelleHns OTMPaBKM aHOHMMHbBIX COOBLEHUN C
BO3MOXHbIMU OBHaPYXEHHbIMW HEVCAPABHOCTAMM.

CepBep B npouecce cBoen paboTbl HaKanaMBaeT MHPOPMALMIO O BO3MOXKHbIX CHOAX U
MOXET pa3 B CYTKM OTNPaBAATb AaHHblIE OTYETHI pa3paboTumMkam KoMnaHum Bera-A6contoT. ITa
nHPopMaums byneT KpalHe MONe3HOW MpY MOUCKE M PeLleHnM BO3MOXHbIX C60eB B paboTe

cepBepa. OTnpaBnsemMas MHGOPMaLIUA HE COAEPKUT HMUKAKNX KOHOUAEHLNANbHBIX AaHHbIX.

Cekumst [email] conepxmT oblme HaCTPOWKM MO paboTe C INEKTPOHHBLIMU MUCbMAMMU.
Tekywasa Bepcus cepBepa obnagaeT PyHKUMOHANOM MO OTMPABKE SMEKTPOHHbLIX MUCEM (CM.
COOTBETCTBYOLME KOMaHAbI API).

emailTimeout — MWHUMMaNbHLIK NEepUoL Mexay MnOoCNefOBaTeNbHbIMU OTMNPaBKaMu
SNEKTPOHHbIX MMUCEM B CeKyHAax. 3anpoC Ha OTMPaBKYy 3NEKTPOHHOrO MWCbMa, MPUXOASLLMNA

yalle yKasaHHOro nepuona, 6yaeT NpOUrHOPUPOBAH.

Komanabl ons cepsepa npuseneHsl B darne API IOT Vega Server.
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IOT Vega AdminTool

rno IOT Vega AdminTool ABNSETCS YAO6HbIM Web-npunoxeHnem ons

aoMUHUCTPUPOBAHUSA CepBEpPa M MO3BONSET AO6ABAATb B CETb HOBbIE OKOHEYHblE YCTPOMCTBA
LoRaWAN, npocmaTpmBaTb KapTy CETU, KOHTPOAMPOBAaTb 6a30Bble CTaHUMMK, a TakxKe ynpaBasTb
npaBamMm Nonb3oBaTeENEN.

PasbepeMm npumep MNOOKIIOYEHUS HOBOWM WKW pPenaKTUPOBaHUA MNapamMeTpoB

cywecTsytowen bC Ha cepsepe (Puc. 1).

Gateway settings

Main settings Location

TX channel

Transmit power Altitude
14 0]

RX only Companion Gateway

miment

Puc. 1. OkHo nogkntoveHunsa bC Ha cepsep.

Obs3aTeNbHble HACTPOMKM:

Gateway ID — ngeHtnoukatop bC (16 wecTHaguaTepUyHbIX CMMBONa — 8 banT);

TX channel — kaHan BC, ncnonbsyembin Ans nepefayn COOb6LLEHNN Ha OKOHEYHbIE
ycTpomncTtea (downlink). JaHHbIM NnapameTp ykasbiBaeTcst B HacTpomkax MO “packet_forwarder”
Ha BC (06bl4HO B danne “global_conf.json”). Mo ymonyaHuio ncrnonbsyetcs O kaHarn;

Transmit power — mowwHoCTb BelaHusa BC. MakcnmasbHas MOLHOCTb BELLAHWNS OObIYHO
obycnosneHa cxemoTexHukon bC n orpanmyena B MO “packet_forwarder”; npwv npeBbilLEHWM

naHHoro napametpa bC 6yaeT BO3BpaLLaTh OLIMOGKY C COOTBETCTBYOLMM KOLOM.
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30ecb HeEOBXOOMMO OrOBOPWUTb KPUTEPWM, MO KOTOPbIM BbIGUPAETCAS Heobxoaumoe
3HaYeHNe MOLLHOCTM BELLaHMS.

ObpaTtmumcs k panny «global_conf.json» n3 HacTpoek 1O «packet_forwarder» Ha bC.

B crnncke gonycTuMbIX HabopOB MapaMeTpoB BelwaHusd «tx_lut_..» coaepxutca Habop
MOLLHOCTEeN, Ha KoTopbix BC mMoxeT ocylwecTsnaTh nepenavy. [ngd CTaHAAPTHOrO ChmMcka 37O
AnanasoH oT -6 0o 27 obMm ¢ pa3HbIM Warom (Bcero 16 3HauyeHun).

Tak e nMmeeTcs napaMeTp «antenna_gain», KOTOPbIN ONpeaenseT yCuneHme aHTeHHbl (B

nbm).

B wrtore, pasHuua BennumH «Transmit power» ©n «antenna_gain»  LOMKHA
COOTBETCTBOBATb OAHOMY M3 3HAYEHUM M3 cnmncka «tx_lut_..». Hanpumep, «antenna_gain» = 3
AbM v nnaHupyeTcs nepenaBaTb AaHHble Ha MowHOocTK 10 abm («Transmit power»). Pa3Huua
mexay «Transmit power» n «antenna_gain» cocTtasnseT 7 AbM, HO Takoro 3HayeHust HeT B
crmcke «tx_lut_..» (1 ecnm ncnonb3oBaTb TakoW HabOP MapPaMETPOB, TO MNP MOMbITKE OTAPAaBKMU
paHHblx, BC 6yaeT npucbinatb COOOLIEHME C  OWMOKON O HEKOPPEKTHOM MOLLHOCTW).

Bamkaniime paspelleHHble 3HadeHns 13 «tx_lut_..» 31o 6 n 10 abm, COoTBETCTBEHHO, As1 TaKOM

KOHOUTypaLnmM pa3peLleHHble 3HavYeHnst «Transmit power» 6ynyT 9 nnn 13 abm.

RX only — ¢nar, ykassiBatowimin, 4to bC paboTaeT TONbKO Ha nMpueM. [pu yCTaHOBKe
[aHHoro dnara nepenada AaHHbIX HA OKOHEYHble YCTPOWCTBa Yepes3 cooTeTcTByowyto bC
3anpeleHa. [aHHaa onuus BBeAEHA AN OpraHM3aLmMmM «NONHO-AynnekcHom BC»: 3To BapuaHT,
Korja B HeMmocpeacTBeHHOM 6/IM30CTM yCcTaHoBNeHO ABe BC v ogHa 13 HMX paboTaeT TOMbKO Ha
npuemMm, a BTopas paboTaeT B O6bIYHOM pexxmme. [pr 3TOM OCTUraeTCs HENPEPbLIBHOCTb
NpPOCAyLIMBaHNS paanoadunpa;

Companion Gateway — naeHtnoumnkatop 6C koMmnaHbOHa, paboTatoLLen B HOPMaabHOM
PEXMME NPU OpraHmn3aLmm «NOAHO-AYNAEKCHOM bCx»;

Comment — none ang kKoOMMeHTapus (Hanpumep, HammeHoBaHusa bC);

O6nacTtb Location — conepxut nong ans BBoAa KOOpAMHAT pa3MelleHms bC: wnpoTa,
nonrota, BbicoTa. Ecnmn B BC nmeeTtcs BcTpoeHHbit GPS npneMHuK, BBeAEHHbIE KOOPANHATHI
6yLyT O6HOBMEHbI aKTYalbHbIMW 3HAYEHUSIMM aBTOMaTUYECKMU.

Pasbepem npumep pernctpauum HOBOrO YCTPOMCTBA WM U3MEHEHWS MapamMeTpoB
cyuwecTtsytowero (Puc. 2 n Puc. 3).

Ha Puc. 2 npencraBneH CHMMOK GOpPMbl AN peructpaumm yCTPOMCTBa C YKasaHMeM

OCHOBHbIX MapamMeTpPOB.
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Device settings

Activation by personalisation (ABP) Owver-the-air activation [OTAA)
End-device addrass [dovAddr) Application identifier (AppEUL
Aplication session key (AppSKoy) Application key (Appkoy)

Metwork session key (NwkSKey)

Main settings Regional settings
End-device name Frequency plan
ELa6es v
End-device identifier (DevELN) Ne Frequency Enabled
1 FIXED
End-device class
2 FIXKED
W
End-device group = et
4 ge7100808
5 857300008
5 857500808
7 257700008
8 857300808

RXZ Frequency, Hr

869525000

Xpert settings -
O rt settings Cliose E

Puc. 2. OcHOBHble MapameTpbl AN perncTpaumm yCTpomcTBa Ha cepBepe.

O6nacTtb Activation by personalization (ABP) conep>u1T napameTpbl HEO6XOAMMbIE AN
perncTpaumm ycTpomcTea Ha cepaepe Yyepes ABP:

devAddr — agpec yctponcTtsa B LORaWAN ceTn. 270 32-x pa3psaHOe YMCNo B
lWeCTHaAuaTepuyHoM Buae, Hanpmumep 012345AB;

AppSKey — CECCHMOHHbIN KoY MPUNOKEHUS — 3TO CTPOKA M3 32-X WeCTHaALATEPUYHDBIX
CVIMBONOB;

NwkSKey — ceTeBOM CECCUMOHHbBIN KNIIOY — 3TO CTPOKa M3 32-X LWeCTHaaUuaTePUYHbIX

CMMBOIOB.
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O6nactb Over-the-air activation (OTAA) coaepuT napaMmeTpbl HEOOXOAUMbIE AN

n

perncTpaumm yCTpomncTea Ha cepepe vepe3 OTAA:
AppEUI — EUI ngeHTUdMKaTOP NPUIOXKEHUS YCTPOMUCTBA — CTPOKA U3 16-TK
lWeCTHaALaTePUYHbIX CUMBOOB;
AppKey — kntoy NpunoXeHmns yCTPONCTBa — 3TO CTPOKa 13 32-X LWeCTHaAuaTepUUHbIX
CVMMBOJIOB.
[na perncrpaumm yCTpomcTBa AOCTAaTOYHO yKasaTb XOTS 6bl OAMH M3 TUMOB aKTMBaLMMK
nnn oba cpasy.
O6nacTb Main settings conepxuTt cnenytouime napameTpsbl:
End-device name — nonb3oBaTeNbCKOE HAMMEHOBaHNE YCTPOMNCTBA;
DevEui — EUl nageHTudmrkaTOp YCTPONCTBA (YHMKANbHBIN HOMEP YCTPOMCTBA) - CTPOKa M3
16-T1 WwecTHaaLaTEPUYHBIX CUMBOJIOB;
End-device class — knacc ycTponcTBa. 2TOT NapaMeTp MOXET NMPUHUMATb [1Ba 3HAYEHUS:
CLASS_A nné6o CLASS_C. lNoppeprka yctponcTts CLASS_B HaxoamnTcs B pa3paboTke.
End-device-group — BO3MOXXHOCTb 3a4aTb NONb30BaTENIbCKNE rPYMbl YCTPOUCTB.
O6nacte Regional settings copepXuUT HACTPOMKM  YAaCTOTHOrO MnaHa  Aang
COOTBETCTBYIOLLErO YCTPONCTBA. 34€Ch NPeanaraeTcs BbI6Op M3 ABYX CYLLECTBYIOLWMX HABOPOB
(opurUManbHbLIM €BPOMENCKMIA YaCTOTHbIM MAaH U OANH M3 BAPUAHTOB POCCUIMCKOrO YaCTOTHOrO
naaHa), a TakXke MMeeTCs BO3MOXHOCTb HACTPOWUTb YHMKaJbHbIM HABOP YacToT.
Kaxkabln 13 HABOPOB HaCTOT COCTOUT U13:
® Tpex KaHaNoB C GUKCUPOBAHHBIMW YaCTOTaMM (AaHHbIE KaHasbl )XECTKO 3a[aHbl B
YyCTPOMNCTBE 6€3 BO3IMOXHOCTW UX M3MeHeHMUs Yyepes npoTokon LoRaWAN);
® MATW KaHaNoB ANs NpUeMa 1 nepeaayn cooblieHnn. Ecnm kaHan He ncnonb3yeTcs,
HEeO6XOAMMO 334aTb HYNIEBYIO HaCTOTY U OTKJIKOUUTL COOTBETCTBYIOLLYIO Fa/lovKy B HACTPOMKaXx
Enabled;
® OJHOroO KaHana, onpefenstowero 4YacToTy NpruemMa AaHHbIX 419 BTOPOro MPUEMHOro
OKHa.
Macka akTMBHbIX KaHanoB (cnncok gnaroe Enabled) pacnonoxeHa cnesa oT nonew BBoaa
4aCTOTbl N COAEPXMUT dnarn OTKIOYEHUS/BKIIOYEHNST COOTBETCTBYIOLMX KaHANoB (4acToT) Ans
nepefaym AaHHbIX Ha ycTpowncTse. [aHHbIM MapameTp nepenaeTcs YyCTPOUCTBY MPU KaxXAoM

JOIN npouenype 1 B kaxxaom coobuieHmn anroputma ADR (ecnn ADR paspelueH).
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Class C device settings

Class C device reaction time, (ms)

[0 Use Downlink queus for Class C

Adaptive data rate

B Enable server ADR
Preferred data rate

RS
Proferred transmit power

14 dBm

Device RX settings

R window

RX1 delay
| B
RX2 data rate
DRO
Join accept delay 1

Lo
L

Expert settings

Puc. 3. 2kcnepTHble NapaMeTpbl A9 perncTpaumm yCTPONCTBa Ha CepBepe.

B Ee7Laa808

Se7Tee888

2 SE79g8088
X2 Frequency, Hz

265525000

Location

Latitude
)
Longitude
o
Altitude

Others

Period of storage of raw data for device, (days)

265

IOT Vega Server/PykoBoacTBO

(< N < I <

Haxas Ha ranouky Expert settings, MOXXHO Mony4YnTb OCTYMN K SKCNEPTHLIM HAaCTPOMKam

ycTpomcTBa (cM Puc. 3).

O6nacTb Class C device settings poctynHa Tonbko yctpomncteam CLASS_C. JocTynHsl

cneapyroune napamMeTpbl.

Class C reaction time — Bpems peakuum yctpomnctea CLASS_C. 310 Bpems mexay

OKOHYaHMeM rpmnema CcoobLeHNS cepsBepa yCTpOVICTBOM M Ha4a/iIOM OTIMpPaBKM BO3MOXHOIo

OTBEeTa OT YCTPOWCTBa (T.e. MO CyTW BpeMs Ha MOArOTOBKY BO3MOXHOro oTBeTa). [apameTp

BBEAEH A1 YNyYLIEHNs KayeCTBa paboTbl C COOBLLEHNAMIN OT CepBepa K yCTponcTBaM knacca C;

Use downlink queue for Class C — ¢nar paspelatolmi nomMeLlaTb NakeTbl 4719 OTNPaBKu

B oyepeab oTnpaBkuM. 3avacTyto ycTponcTta CLASS_C pa6oTatoT B “online” pexunme n ecnm

NaKkeT He AOCTaB/EeH A0 YCTPOMCTBA B HACTOALLMIA MOMEHT, TO €ro AOCTaBKaA Y)XXe He TpebyeTcs —

PeBun3ms N2 16 ot 17.05.2024
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B TaKOM CJiy4ae o4epeb NakeToB HE HYXXHa. Haxe HaO60pOT, o4vepelb CbIlfpaeT HEraTUBHYIO

o n W T

POJIb, KaK HAKOMUTENb yXXe yCTapeBLlen HGopmaLmmn, KoTopas byaeT nepefaHa B
0653aTeIbHOM NOPSAKE, 3aHMUMas 3GUPHOE Bpems. [0 YMONYAHUIO OMLMS BbIKMOYEHA.

O6nacTtb Adaptive data rate cogepxumt HacTponkn anropntma ADR, npegHa3Ha4yeHHOro
AN aBTOMATMUYECKOro M3MEHEHUS CKOPOCTM BeLLaHUS YCTPOMCTB B 3aBMCKMMOCTU OT KayecTBa
CBSI3M (B YCNOBMSIX XOPOLUEro npuema CKOpPOCTb 6yneT YBEeANMYMBATLCS, TEM CaMbiM CHMKas
BpeMs Nepedayn NakeToB M YBEIMYMBASA CPOK CNY>X6bl YCTPOMCTBA OT 6aTapen):

Enable server ADR — ¢nar, pa3pewatownim paboty anropmtma ADR Ha cepsepe ans
KOHKPETHOro yCTPOWCTBA (ECM ranoyka CHATa, CepBEP HE BYAET PeryampoBaTbh CKOPOCTb
nepenayn yCTPONCTBa, Aaxke ecnn anropyuTt™ ADR Ha caMOM yCTPOMCTBE aKTUBMPOBAH);

Preferred data rate — 3Ha4yeHne DR (CkopoCTH), K KOTOPOMY ByAeT CTPEMUTLCS aNroOpPUTM
ADR cepsBepa;

Preferred transmit power — MOLWHOCTb NepefaTyMKa YCTPOMCTBA, KOTOPYIO CepBEP

3a0acCT eMy npum o4vyepegHOM CeaHCe CBA3N.

Mapametp Preferred transmit power cTOUT U3MeHsATb (yMeHbLaTb
OTHOCUTENbHO 3HAaYEHUS1 MO YMOJIYAHMIO) B TOM CJlydae eCiu KauyeCTBO CBSA3M
ONs YCTPOMCTBA Ha MaKCUMalbHOW CKOPOCTU YAOBNETBOPUTENBHO

O6nacTb Device RX settings conep>xmt HaCTPOMKM NPUEMHBIX OKOH YCTPOMCTBA:

RX window — HOMep npmemMHOro okHa (1 nnm 2), 4epes KOTOpoOe CepBep MO YMOMYAHMIO
oyneT nepefaBaTbh faHHble. ECnn ycTaHOBUTL 1-0€ OKHO, TO B Cllyyae eC/in CEPBEP HE MOXET
OTNPaBUTb AaHHblE B 1-O0e NnpneMHoe OKHO (Hanpumep, HeT ceoboaHowm bC), To byaeT
BbINO/IHEHA MOMbITKa OTNPaBUTb AaHHbIE BO 2-0€ NMPUEMHOE OKHO;

RX1 delay — 3agepxka OTKpbITMS YCTPOMCTBOM NeEPBOrO NPUEMHOrO OKHa (Mo
yMonyaHuio 1 cekyHza). 2-oe npMeMHOe OKHO OTKPbIBAETCS BCErAa (eCcnv B NepBoe NpMemMHoe
OKHO JaHHble He 6blan NpUHATHI) Yepes 1 cekyHay nocne 1-ro;

RX2 data rate — ckopocCTb Nnepenaym AaHHbIX Ans 2-ro NPUEMHOro OKHa;

Join accept delay 1 — 3aep)kka OTKPbLITUS YCTPOUCTBOM MEPBOTO MPUEMHOIrO OKHa AN
NONYyYeHUs PErmcTpaLnoHHON MHGOPMaLMKM NPU akTMBaLMK B ceTu cnocobom OTAA (no

yMonyaHuio 5 cekyHn).

Ecnun 6a3oBas cTaHumMa paboTaeT Yepe3 MOBUIbHBIA MHTEPHET, TO BEINYMNHA
3aflep)XeK [OCTaBKM MaKeTOB JAO TaKOM CTaHUMM MOXET [oCTuraTb
CYLWEeCTBEHHbIX Benu4YuH. lMoaTomy ana wusberaHuss npobnem c paboTomn
yCTponcTB (oTnpaBka noateepxapeHun n MAC-komaHa) Heo6xoaMmMo Bpems
OTKPbITUSI NEPBOrO MPUEMHOIO OKHa CABUHYTb 6onee 4yem Ha 1 c. O6bI4HO
JOCTaTOYHO 3 C MHTepBana. B HekoTopbix cnyyasax noTpebyeTcs COABUM Ha
60/1bLUINIA UHTEPBaN — HEOH6XOANMMO CNeAUTb 3a CTabUIbHOCTbLIO PaboTbl CETU.

O6nacTtb Location nossonseT ykasaTb KOOPAMHATbl YCTPOWCTBA AN OTOBPAKEHMS Ha

KapTe.
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[TpunoxkeHne A. OnmncaHme CTPYKTYpbl 6a3bl
OAHHbIX

MO IOT Vega Server B npouecce cBoen paboTbl MOCTOSSHHO MCMNOb3yeT 6a3y AaHHbIX
(BcTpoeHHyto — SQLite wnm BHewHtow). [ng obecneveHMs Hayvana paboTbl TPeobykoTCs
MWHVManNbHbIE HACTPOMKKM MO AOCTYNY K BHELIHEN 6a3e AaHHbIX, @ A1 BCTPOEHHOW 6a3bl AaHHbIX
HacTpoOWKM He TpebytoTca Boobue. CTpykTypa 6a3bl AaHHbIX B OOOMX Clyyasx CO34aeTCH
aBTOMaTuyeckn. CnenyeT UCKIOYUTL BAMSHME MOMb30OBaTENS! HEMOCPEACTBEHHO Ha CTPYKTYPY
6a3bl JaHHbIX, UTOObI HE HapyLWNTb PaboTy cepBepa.

TeM He MeHee, cyllecTBYeT BapMaHT paboTbl C 63301 JaHHbIX B PEXMME TOJIbKO YTEHMUSI.
Hanpumep, mMpwv CUYMTbIBAHMM HAKOMMEHHbIX OAaHHbIX OT YCTPOWMCTBA. TakoOW MOAXOA MpW3BaH
CHSATb Harpy3Ky C CepBepa Ha Bbl4MTbIBAHME JaHHbIX OT YCTPOMCTB Yepe3 APl 1 B LeNOM yCKOpUTH
PaboTy CUCTEMBI C 3aNpOCaMm NONb3OBaTENS.

Basa AaHHbIX COCTOUT 13 Cneayowmx Tabamu;

@ «bs» - mepeyeHb NOAKOYEHHbIX 6a30BbIX CTAHLNM;

@ «devices» - nepeyeHb NOAKMOYEHHbIX YCTPOMUCTB;

@ «rawdata» - JaHHblE, NPUHATbIE OT YCTPOWCTB U NepeaaHHbie Ha YCTPOMCTBA;

@ «queuetransmit» - oyepedb OTNPABKM MAKETOB Ha YCTPOMCTBO;

® «coveragemap» - CMMCOK 6a30BbIX CTaHLWM, Yyepe3 KOTOpble 6blan MPUHATLI AaHHbIE OT
COOTBETCTBYIOLLErO YCTPOWCTBA. [10 AaHHOM TabanLe MOXHO MOCTPOWUTb KapTy MOKPLITUS CETU;

® «deviceattributes» - cCnMMCOK CBOMCTB COOTBETCTBYIOLLENO YCTPOWCTBA;

® «USers» - CNMCOK NoNb3oBaTeNew;

@ «userdevices» - CNUCOK YCTPOWCTB, JOCTYMHbIX COOTBETCTBYIOLLEMY MOb30OBATENIO.

Onuncanne Tabnuuy «queuetransmit», «deviceattributes», «users» u
«userdevices» He 6yayT npuBeAeHbl, MOCKOJbKY B 3TUX Tabauuax nnméo
XpaHnTcsa 6ydepHas nHpopmauusd, nM6o uMHbopmauuma B cheumnduyeckom
dopmaTte. [lpeanonaraetcd, 4TO pAaHHas uWHboOpMaums He noTpedyeT
npsSMoro JAocTyna pAas u4TeHus W Bcerga J[AOCTyrnHa 4epe3 6bICTpO
BblMOsHeMble KOMaHAbl API

L))
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Tabnuua 1 - CtpyKTypa nonen Tabnumubl «bs» 6a3bl AaHHbIX

[None Twvn gaHHbIX Onuncanve

id INTEGER YHUKaNbHbIN MOAEHTUPUKATOP CTPOKMU
mac TEXT ID 6a30BOW CTaHLMK

comment TEXT KoMmeHTapui

latency INTEGER Tekywasa 3anepxka no cetn 6C-cepeep
downport INTEGER MopT ang nepenaym aaHHbIX Ha bC
hostaddress TEXT IP agpec BC ana nepenaym oaHHbIX
longitude REAL / DOUBLE KoopauHata bC — ponroTa

latitude REAL / DOUBLE KoopawnHaTta BC — wumpoTa

altitude INTEGER KoopaunHaTta BC — BbICOTa Ha MeCTHOCTHU
active INTEGER ®nar akTneHocTK BC (Ha cBa3w)

rxonly INTEGER @nar pa6oTbl BC TONLKO Ha Nprem

complimentarybsmac TEXT

downlinkchannel INTEGER
maxpower INTEGER
lastonline INTEGER
lasttoken INTEGER

ID BC-kOoMMnaHbOHa, Yepe3 KOTOPYHO paspeLLaeTcs
nepefaBaTb JaHHble, ecnu Tekyllaa bC paboTaeT
TOJIbKO Ha Npuem

KaHan ons nepenayn AaHHbIX
MouwHocTb nepenaym yepes bC
Bpems nocneaHemn aktnBHocTmn bBC

TokeH nocnegHero NpuHATOro coobuleHms ot bC

Tabnnua 2 - CTpyKTypa nonen Tabnmubl «rawdata» 6a3bl faHHbIX

Mone Twvn SaHHbIX
data BLOB
macbs TEXT
deveui TEXT

rssi INTEGER
snr REAL / DOUBLE
freq INTEGER

sf INTEGER
time INTEGER
fcntup INTEGER
port INTEGER
ack INTEGER
macdata BLOB

type INTEGER
direction INTEGER
status TEXT

22

Onuncanue
JaHHble B HEX maccuBe

ID 6a30Bbix CTaHLMK, Yepe3 KOTOopbIe Obl NepefaH Naker,
O6beANHEHbl Yepes «+»

ID ycTponcTBa
RSSI
SNR

YactoTtaB L

SF

Bpems B popMaTte Mc, npolueamx ¢ Havana UNIX anoxum
HOMep nakeTa

NCMONb3yeMbIN NOPT

Hannume ¢pnara ACK B nakeTte

MAC KoMaHAbl

Twn nakeTa (cM onmncaHne koMmaHabl «get_data» B API)
Hanpasnenue nepenaun: «UPLINK» nanm « DOWNLINK»
CraTtyc (cM onmncaHune komaHabl «get_data» B API)
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activationside
id

INTEGER
BIGINT

IOT Vega Server/PykoBoacCTBO

@nar, I/ICI'IOJ'Ib3yeMbII7I TN aKTBaLUMM TEKYLLErO NakeTa

YHUKanbHbIN NAEHTUDNKATOP CTPOKMU

Tabnnua 3 - CTpyKkTypa nonen Tabamubl «coveragemap» 6a3bl AaHHbIX

Mone
id
deveui
macbs
snr

rssi

time

Tvn SaHHbIX
INTEGER
TEXT

TEXT

REAL / DOUBLE

INTEGER
INTEGER

OnucaHune

YHUKaNbHbIN MAEHTUPUKATOP CTPOKM
ID ycTponcTBa

ID 6a3oBoW CTaHLMMK

SNR

RSSI

BpeMs B popmaTe Mc, npoueamx ¢ Hadana UNIX anoxu

Tabnnua 4 - CTpykTypa nonen Tabnunubl «devices» 6a3bl AaHHbIX

MNone
deveui
devname
appeui
appkey
devaddrabp
nwkskeyabp
appskeyabp

devaddrotaa

nwkskeyotaa

appskeyotaa

devnonce

lastjoints

class

rxwinnum

lastrssi
lastsnr
lastpower
lastsf
lastch

preferdr

Twn faHHbIX
TEXT

TEXT

TEXT

BLOB
INTEGER
BLOB

BLOB
INTEGER

BLOB

BLOB

INTEGER
INTEGER

INTEGER
INTEGER

INTEGER
INTEGER
INTEGER
INTEGER
INTEGER
INTEGER

PeBun3ms N2 16 ot 17.05.2024

OnwcaHune

ID ycTponcTBa

HanmeHoBaHMe yCTpONCTBa

AppEUl ycTponcTea

AppKEY

DevAddr gns ABP Tnna permctpaumm

NwkSKEY ana ABP Tuna pernctpaumm
AppSKEY gns ABP Tuna permctpaunm

DevAddr, cdopmmpoBaHHbi cepeepom npn OTAA Tune
perncrpaumm

NwkSKEY, cdopmmpoBaHHbit cepeepom npm OTAA Tune
perncrpaumm

AppSKEY, chopmumpoBaHHbi cepepom npmn OTAA Tune
perucrpaumm

MocneoHnm DevNonce B JOIN 3anpoce

Bpems nocneaHero JOIN B popmaTe MC, NpoLleaLmx C
Hadvana UNIX anoxm

Knacc yctponcTsa: 1 = «A», 3 =«C»

Homep 1crnonb3yemoro npuemMHOro okHa Ha yCTpomncTae

[MocnenHmn RSSI B nakeTe OT yCTPOMNCTBa
[MocnenHmn SNR B nakeTe OT yCTPOMCTBA
MouwHOCTb Nepenayn yCTponcTBa
[NocnenHun SF B NakeTe OT YCTPOMNCTBaA
He ncnonb3yeTcs

MakcumanbHbi DR npun pa6ote ADR
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preferpower
fcntup
fcntdown
dutycycle
chanmask
battery
adr
macbs
lastdatats
longitude
latitude
altitude

reactiontime

lastactivatside

rxldelay
rx2delay
joinldelay
join2delay

rx2dr

rx2freq

freq4

freq5

freq6

freq”/

freq8
usedownqueue
adrthrescounter
serveradrenable
id

hash

datastorageperi
od

lastfreq
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INTEGER
INTEGER
INTEGER
INTEGER
INTEGER
INTEGER
INTEGER

TEXT

INTEGER
REAL / DOUBLE
REAL / DOUBLE
INTEGER

INTEGER
INTEGER

INTEGER
INTEGER
INTEGER
INTEGER
INTEGER
INTEGER
INTEGER
INTEGER
INTEGER
INTEGER
INTEGER
INTEGER
INTEGER
INTEGER
BIGINT
BLOB
INTEGER

INTEGER

|IOT Vega Server/PykoBoacTBO

He ncnonbsyeTtcs

Homep nocnefHero NnpuHATOro nakeTa

Homep nocnegHero nepefaHHOro rnakeTa

He ncnonbsyetcs

16-6nTHas Macka KaHanoB

He ncnonbsyetcs

@nar pa3spelueHus ncnonb3oratb ADR (ycTponcTso)
He ncnonbsyeTtcs

Bpems nocnenHem akTUBHOCTM YCTPOMCTBA B MC
KoopanHaTta yCTpOMCTBa — AONTOTa
KoopanHaTa yCTpOMCTBa — LWMPOTa

KoopauHaTa yCTpOWCTBa — BbICOTA Ha MECTHOCTM

Bpems peakumn ycTpomncTBa

Twun akTMBaumu, VICI'IOJ'Ib3yeMbIl7I B nocneaHeM npmMHATOM
nakeTe

3afeprkka OTKPbITUS NEPBOrO MPUEMHOIO OKHa, C
3afeprkka OTKPbITUS BTOPOrO MPUEMHOIO OKHa, C
3anepxka oTKpbITUS NepBoro npmemHoro npu JOIN, ¢
3anepxka oTkpbITMs BToporo npuemHoro npu JOIN, ¢
DR BTOpPOro npnMeMHOro okHa Ha yCcTpomncTee
YacToTa BTOPOro npmemMHoOro okHa, 'y,

YacTtoTa kaHana N4, 'y

YacTtoTa kaHana N25, Iy

YacTtoTa kaHana N6, 'y,

YacTtoTa kaHana Ne7, 'y,

YacTtoTa kaHana N8, 'y,

®nar nCnonb3oBaHWS o4epean NakeToB Ha OTMPaBKY
bydepHbit napameTp

®nar pa3pelleHns ncnonboBaTb ADR (cepBep)
YHUKaNbHbIN MAEHTUPUKATOR CTPOKMU

YHWKanbHas XaW-CyMmMa AN AAHHOrO YCTPOMCTBA

I'Iepmou XPaHEHWMA AaHHbIX 14 AaHHOTO yCTpOl7ICTBa

YacToTa nocnegHero MPUHATOrO Co0bLLEHNS
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[TpnnoxeHne b. CTpyKTypa 1 COCTaB
OCHOBHbIX COOBLLEHNN B KOHCONN

MO 10T Vega Server B npouecce paboTbl BbIBOANT B KOHCO/Ib HEKOTOPYIO OMnepaTUBHYIO
nHpopmaumto. O6beEM BbIBOAUMOW WMHGOPMALMM 3aBUCUT OT COOTBETCTBYIOLMX HACTPOEK
cepBepa (CM. onmcaHne KOHOUrypauMoHHOro danna).

B KoHCOAM MOryT NOABASTLCS COOBLLEHMS C OTAALOUYHON MHDOPMaLMEN, COCTaB KOTOPbIX
MOXET MeHATbCA. HO OCHOBHbIE TUMbl COOBLLEHNI HEU3MEHHBI. HKe NpMBeaEHblI OMMCaHNSA KX

CTPYKTYpbl M COCTaBa.

1. CoobueHne o HenoaaepXMBAaEMOM BEPCUM MPOTOKONA, ucnonbyemoro B MO
PacketForwarder Ha BC.

CoobleHne BblAeNeHO KPacHbIM LUBETOM W1 HaumHaeTcs co cTtpok «WARNING! Skip
gateway msg, invalid protocol version:». [lanee naet uHpopmauma o IP agpece BC n

MCMOb3yEMOWN BEPCUMN MPOTOKONA;

2. CoobuweHue o npuHaTom JOIN 3anpoce.
LIBeT coOOBLLEHNS XXENTHIN, GOPMAT COOBLLEHUS: «
», rge
— |D 6a3oBom cTaHUuMK;
— ID (DevEUI) ycTpowncTsa;
— [aTa 1 Bpems nprema CoobLLEeHMs, C TOYHOCTbIO 4O MC;
—yvacToTa B My, ¢ TouHocTbio A0 100 KI'w;
— 3HauveHwue SF;
— 3Ha4veHue RSSI;
— 3HauveHue SNR;

— pe3ynbTaT 06paboTKN COObLEHUS. MOXKET NMPUHNUMATL OAHO 13 CReayoWwmMX

3HaYeHUN:
* « » - 3aNpoC 06paboTaH KOPPEKTHO, ByAeT OTNpPaBNEH OTBET;
o « » - HEU3BECTHOE YCTPOMUCTBO, rae
— 3TO Ucnonb3yemsbi B nakete DevNonce B HEX;
o « » - MPMeM MOBTOPHOTO 3aMpoca;
o « » - 3HaveHune AppEUl 13 3anpoca He coBnafaeT C TeM, 4TO

YKa3aHO npu permcTpaumm yCTponcTBa.

PeBun3ms N2 16 ot 17.05.2024 25



B Eaa IOT Vega Server/PykoBoaCTBO

3. CoobleHune 06 oTnpasneHHoM oTeeTe Ha JOIN 3anpoc.

Fony6om uBeT TekcTa. PopmaT cooblueHus: «>> GW-%1: JOIN_REQ | %2 | %3 |

%4 | SF%S5 | VALIDATED», rne

%01 — ID 6a30BOW CTaHLWK;

%02 — ID (DevEUI) ycTponcTaa;

%03 — paTa 1 Bpems npmema CoobLLEHNS, C TOYHOCTbBIO 4O MC;
%04 — yacTtoTa B MlL, ¢ TouHocTbio A0 100 KL;

%05 - 3HayeHme SF.

4. CooblueHre O NPUHATOM NakeTe OT YCTPOWNCTBA.

3eneHbin upeT TekcTa. PopmaT coobuleHns: «>> GW-%1: %2 | %3 | %4 | %5 |

SF%6 | RSSI:%7 | %8 | CNT:%9 | PORT:%10 | %11», roe

%01 — ID 6a30BOW CTaHLWK;
%02 - TN nakeTa. Micnonbdyetca «CONF_UP» nan «UNCOF_UP». Ecnu B nakeTe
npucyTcTBytoT MAC faHHble, K TUMNy 006aBNSETCS CUMBOJbI «+M»;
%03 - ID (DevEUI) ycTponcTsa;
%04 — naTa 1 Bpems nprema CoobLLEHNS, C TOYHOCTbIO 1O MC;
%05 — yacTtoTa B MlL, ¢ TouHOoCTbiO A0 100 KIL;
%06 — 3HaveHwue SF;
%07 - 3HaveHume RSSI;
%08 — 3HauveHne SNR;
%09 — HOMep MakeTa;
%010 - HoMep nopTa;
%011 - pononHuTenbHas MHGopPMaLMsa. MoOXeT collepXxaTb CleayoLlyto MHGOPMaLMIO:
e eC/IM NakKeT MOBTOPHbIN OT YCTPOWCTBA, aHHOE NOJie COAEPXKUT KO,
«REPETITION PACKET>» 1 LiBET TeKCTa COObLIEHMS CTAHOBUTCS CUHWNM;
e VHaye COOEPXKUT MHPOPMALIMIO O pasMepe NPUHATOro COObLLEHMS B BUAE
«[%1]», roe %1 — pasmep cooblieHus B 6alTax. Ecnm nononHnTenbHO
conepxatca MAC naHHble, TO fo6aBnseTcs U 1x pa3mep B Buae « | M [%1]», roe

%01 — pa3mep MAC agaHHbIX B 6anTax.

5. CoobueHune 06 oTnpaBneHHOM MakeTe AJis yCTPONCTBa.

®unoneToBbi UBET TekcTa. PopmaT coobuleHuns: «>> GW-%1: %2 | %3 | %4 | %5

| SF%6 | CNT:%7 | PORT:%8 | %95, rae

26

%01 - |D 6a30BOM CTaHUUU;
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roe

PeBun3msa N2 16 ot 17.05.2024

%02 — tun nakeTa. Micnonb3yetca «CONF_DOWN» nnn «UNCOF_DOWN». Echv B
nakeTe npucyTcTBytoT MAC AaHHbIe, K TUNY 4O6ABNSETCA CUMBOJIbI «+M»;

%03 - ID (DevEUI) ycTponcTsa;

%04 — pnaTa 1 Bpemsi NpMxoda NOATBEPXKAEHNS O6 OTNpPaBKe COObLLEeHMS (He NyTaTb C
peanbHbIM BpEMEHEM OTMPABKMN);

%05 — yacTtoTa B MlNY, ¢ TouHoCTbIO A0 100 KIL;

%06 — 3HaveHue SF;

%07 — HOMep MakeTa;

%08 — HoMep NopTa;

%09 — coaepXxnT nHGopMaLMio O pasmMepe nepeaaBaeMoro cooblieHns B suae «[%1]»,
roe %1 — pa3mep cooblieHns B banTax. Ecnn gononHuTensHo cogepxatca MAC
JlaHHble, TO fo6aBngeTCs U X pasmep B Buae « | M [%1]», roe %1 — pasmep MAC

JAHHbIX B 6anTax.

6. CoobLuieHre 0 BO3HMKLLMX OLLIMBKaX npun oTnpaBke AaHHbIX

KpacHbin LpeT TekcTa. PopmaT cooblleHus: «>> GW-%1: %2 | %3 | %4 | %5 |»,

%01 — ID 6a30BOW CTaHLWK;

%02 — tnn nakeTa. Micnonb3yeTtcss <UNCONF», «<CONFRM>» nnn «<UNCKNOWN>». Ecnn B
nakeTe npucyTcTBytoT MAC faHHbIe, K TUMNY A06aBASETCS CUMBObI «+M»;

%03 — ID (DevEUI) ycTponcTaa;

%04 — naTa 1 Bpemsi MOmMbITKM HeYCNeLwHOW OTNPaBKK;

%05 — Ko OWnBKM B BUIE CTPOKN.

Bo3MOXHble KOAbl OLMBOK M UX pa3bop NpUBEAEHbI B MPUIOXEHMN B.
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[TpnnoxxeHune B. CooblieHnsa 06 olmrbKax

B naHHOM pasgene Mbl PaCCMOTPUM BO3MOXXHbIE OLMBKN, BO3HMKAIOLLIME B KOHCOMM

cepBepa, U MOPSAOK UX YCTPaHEHMUS.

«TOO_LARGE_GW_PING_ERR» Bo3HMKaeT B TOM cny4ae, korga PING mexay BC un
CepBepoOM He MO3BOJIIET OTMPaBUTb OTBET Ha YCTPOMCTBO B MeEpPBOE, NGO BTOPOE MPUEMHOE
OKHO. YTO6bI MUHUMU3MPOBATb BO3HUKHOBEHME AAHHOWM OLMOKN, HEOOXOAMMO CABUHYTH BpeMS

OTKPbITNA NMPUNEMHOIO OKHa B HaCTpOI;IKaX OKOHEYHOTI o yCTpOI?ICTBa.

Mo ymonyaHuio BpeMsi OTKPbITUS MEPBOro NPUEMHOro OKHa COOTBETCTBYeT
onHon cekyHge. Mpu ncnonbsoBaHum Ha BC 3G mopynsi 3TOro BpeMeHu He
XBaTaeT, MO3TOMY AaHHbIN NapamMeTp MOXHO CABUraTb Ha 3Tane HaCTPOMKMU
o6opynoBaHus

Bpemsa OTKpbITUS NepBOro MPUEMHOrO OKHa Ha YCTPOWCTBE HacTpawmBaeTcs vepes Vega
LoRaWAN Configurator npu nogkto4eHUN K OKOHEYHOMY YCTPOWMCTBY Ha BKaake «HacTpomKu
LoRaWAND.

Ill. WHdopmauma L-_IERH HacTpoii LoRaWAN “T Bera Ck-11 HAsenc: Russian ™

YECTOTHLIA NNaH: RUB6S - MsMEHMTE

Crocob aKTWBELAM B CETH! OTAA B
3anpalMEaTE NOATESMKASHHE: bes NoATEEmHAEHHA =
ABTOMATHHECKOE YNPABNEHHE CKOPOCTEHO Brn =

I OTKPLIEaTE NEPEOE MPUEMHOE OKHO Yepes: 5 cekyHAa i I

Sanep#ra 1 Ha NOATEEPHAEHWE NPUCOEAMHEHHA K CETH: 5 ceryHA =
KonK4ecTso NepenosTOPOE NakeTa: 1lpas =
MowHocTE NepegaT4mKka: 14 dBm i
CKOpOCTL NepeaayqH: DRO 5F12 BW 125 £

Bpems OTKpbITUS MePBOro NPMEMHOrO OKHa LOJ/HKHO COBMaLaTb B HACTPOMKax
ycTponcTtBa B KoHdUrypatope 1 Ha CepBepe, eCiu UCMOb3yeTCs Cnoco6 akTMBaLMK
ABP.

Mpu uncnone3oBaHuM cnocoba aktmeaumm OTAA cepBep coobliaeT yCTPOMUCTBY O
BPEMEHW OTKPLITUA NMpuemMHoro okHa B MoMeHT JOIN-npouenypbl, MO3TOMY B AJaHHOM Ciyvae
HeT HEOH6XOAMMOCTM BHOCUTL MPAaBKKM Yyepes nporpammy KoHoUrypatop, 4OCTaTOYHO U3MEHUTb
HaCTPOWKM Ha cepBepe.

Ins aT0oro B npunoxeHun Admin Tool HY)KHO 3aMTV B HACTPOMKK YCTPONCTBA U USMEHUTb

napameTp RX1 delay, kak NOKa3aHO Ha PUCYHKE HMXe.
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Device RX settings

RX window

1

RX1 delay

5s

RXZ data rate
DRO
Join accept delay 1

m

Expert settings

Location

Latitude
0
Longitude
0
Altitude

0

IOT Vega Server/PykoBoaCTBO

Close

Kpome Toro, kak 6onee peakuin cnydan, «TOO_LARGE_GW_PING_ERR» moxeTt
BO3HMKATb MPW BbICOKOW 3arpy)>KeHHOCTU CepBepa, KOoraa OH He ycrneBaeT 06pabaTbiBaTh MaKeTbI

OT YCTPOMCTBA U OHW KOMNATCA.

Bo3mMoHble CMocobbl pelleHns 3Tom Npobiembl:

1) VYBenuyeHue neprona nepefayn AaHHbIX Ha YCTPOMCTBE,

2) PasgeneHune ceTu Ha CErMeHTbI, FAe KaXK bl CErMeHT 6yueT O6C)'Iy)Kl/IBaTbCFI

OTAENbHbIM CEPBEPOM.

«COLLISION_ERR» - paHHas owwbka GopmMUpyeTCs CEpBEPOM B TOM Ciy4vae, Korga

YKa3aHHOE B MNaKeTe BPEMSA OTIMPABKU YXXE 3aHATO APYTNM COObLLEHNEM.

BO3MOXHble Cnoco6bl peLleHns 3TOM NPO6eMbI:

1) YBenuueHwue nepuona nepenayn JaHHbIX Ha YCTPONCTBE,

2) PaspeneHue ceTu Ha CErMEeHTbI, e Ka)/bl CEerMeHT 6yeT O6CIYXMBATbCS

OTAENIbHbIM CEPBEPOM.

«BEACON_COLLISION_ERR» - paHHas owmnbka dopMmpyeTcsa B TOM Clyvyae, Koraa

BO3HMKAET OLIMOKa OTNPaBKM CUHXPOUMIMYbCa AN YCTPOMCTBA Knacca B. B HacTosawmm MoOMeHT

He aKTyalNlbHa, MOCKOJIbKY CepBep He MNOALEPXKMBAET YCTPOMCTBA Knacca B.

«POWER_ERR» - paHHas owmubka GopMuMpyeTCcs B TOM Ciyvae, Koraa ykasaHHas B

HacTpoMKax ©6a30BOW CTaHUMW Ha CepBEpPEe MOLLHOCTb HEe COOTBETCTBYET HACTPOMKamM B

KOHOUrypaunoHHom damne camom bC. [ns mcnpaBneHus OaHHOW OWMOKM HEOBXOAMMO B

HacTpowkax BC Ha cepBepe yKaszaTb KOPPEKTHYIO MOLHOCTb Mepenaydn.

PeBun3ms N2 16 ot 17.05.2024
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Gateway settings

Main settings Location

MName Latitude

Gateway ID TX channel

Transmit power Altitude

14 180

RX only Companion Gateway

P
Close

Ecnn  ykasaHHasgs B HaCTpOMKax Ha CepBepe MOLWHOCTb BaMM  WUCMOMb3yEeTCH
npelHAMEPEHHO, TO HEOBXOAMMO BHECTM MPaBKM B KOHOUIypauuoHHbI damn Ha BC (dbann

global_conf.json).

KoppekTtupoBka kKoHburypaumoHHoro damna bC B uyactu wmcnonblyemomn
MOLLHOCTM AOJ/KHA BbINOJIHATLCA C MOJIHbIM MOHUMAaHMEM CBOUX OENCTBUN.
KomnaHus Bera-A6conioT He HeCET OTBETCTBEHHOCTU 3a BO3MOXXHble
nocnencTBus TaKUX AENCTBUN.

index 4 Mapametp  rf_power  ykasbiBaeT  Ha

BO3MOXHYIO MOLWHOCTb OTMPaBKKN COoObLULEHWMS.

Takxe Bbl MoXeTe NCNONb30BaTb
CTaHOAPTHLIN  KOHPUrypauUMOHHbLIM  dann  OT
KoMMaHnM Semtech, KOTOpbIM BKAKOYaeT BCe

HeOoOXOAMMbIE YPOBHMW.

g, indax
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«FREQ_ERR» - olwwmnbka dopmmpyeTcs, Korga MCnofib3yemMasi CEpBepOM A OTMpPaBKM
JlaHHbIX Ha YCTPOMCTBO 4YacTOTa He MonagaeT B AManasoH YacToT, 3afaHHbix B HacTpomkax bC.
MpoBepbTe NoMagaeT AWM 4YacTOTa, Ha KOTOPOM CepBep MNPOM3BOAMUT OTMPaBKY MakeTa C

AManasoHOM YKa3aHHbIM B KOHPUrypaumoHHoM darne (global_conf.json).

ock to ntrator #
in dBi #

«LATENCY_ERR» - naHHas owunbka GOpMUPYETCS, KOr4a CepBep MbiITaeTCcs OTNPaBuTb
JaHHbIE B Y)Xe MpoWeflni MOMEHT BpemMeHW. MoxeT aBnaTbCa MNPUYMHOM ANd OLIMOKMK

TOO_LARGE_GW_PING_ERR 1 nmeeT aHanormyHbole Cnocobbl peLleHms.

«NO_VACANT_GW> - owmnbKa GOpMNPYETCS CEPBEPOM, KOTAa eMY He YAAETCS BbIOpaTh
5C ons oTnpaBKM AaHHbIX HA YCTPOMCTBO. DTO 3HAYMT, YTO IM6O BCe 6A30Bble CTaHLMM 3aHATDI
OTNPaBKOW AaHHbIX, MO0 HEaKTUBHbI. [1pM 4YaCTOM BO3HWKHOBEHWW AAHHOW OLWWMOKW CTOMUT

PAaCCMOTPETb BO3MOXHOCTb YCTaHOBKM Ha 06bekTe gonosHuTensHom bC.

«PAYLOAD_SIZE_ERR» - owunbka dopmMupyeTcsa CepBepoOM B Ciyyae, Korga OJvHa
nakeTa, OTMNPaBASIEMOro Ha YCTPOWCTBO, MPEBbLIWAET [HAOMYCTUMbIA JMMUT MO pa3Mepy

coobLeHus. ns pelleHns 0aHHOW OWM6KM HEOBXOAMMO BbIMOIHUTL OAHO 13 ABYX:

1) ymeHbWwKTbH 06BEM payload,

2) YBENMYUTb CKOPOCTb Nepenayn.

Ons cnpaBkK: Ha MUHMManbHOM ckopocTu DRO (SF12) mMakcuManbHbii O06beM MaKeTa
cocTapngeT 51 6anT, a Ha MakcumanbHom ckopocTtu DR5 (SF7) — 222 6anTa. MNpu a3TOM CcTOUT

NMOMHWTb, YTO yBEJINYHEHNE CKOPOCTN NPUBOANT K YMEHbLLUEHNIO Na/IbHOCTMW.

«INVALID_DEVICE_NETWORK_SESSION_KEY» - paHHas owwnbka popmMupyeTcs
cepBepoM, Korpga devaddr npuweawero naketa OT YCTPOWCTBA COOTBETCTBYET aapecy,
yKa3aHHOMY Ha cepBepe, HO Mpu 3TOM ‘pa3obpaTth’ MaKeT C YKa3aHHbIM Ha CepBepe KIYOM

NwSKey He nonyyaeTcs.
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Takoe MOXeT MPOW3OoNTK, eClK B npefenax Ballen ceTu paboTtatoT Apyrne LoRaWAN

ceTn 1 devaddr yctponcts coBnagatoT. PyHKLMOHaNbHO AaHHas OlWM6Ka He BeAeT K KaKMM-M60

npotnemam.

Hanee mnaoyT npumepbl OWKMOGOK, KOTOPbIE MOMYT BO3HMKATb MNpu pas3dope MPUHATOro
nakeTa Ha 3Tamne OTNaAKM OoKoHeyHbix LoRaWAN ycTponcTB paspaboTymkamu. MNpn paboTte He

[OJMKHbI BO3HUKATb.
INVALID_MHDR_SIZE
INVALID_JSONREQ_SIZE
INVALID_DEVADDR_SIZE
INVALID_CTRL_SIZE

INVALID_FCNT_SIZE
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NHOOPMALIMA O JOKYMEHTE
3aronoBok IOT Vega Server
Tvn LOKyMeHTa PyKkoBOACTBO
Homep fLokymMmeHTa BO2-server-01
Homep v naTta nocnegHem pesmsnm 16 o1 17.05.2024

DTOT LOKYMEHT MPUMEHWNM K CNeayowmm NpoayKTam:

Twun npoaykTa HasBaHue npoaykTta
MporpaMMHoOe obecneyeHme IOT Vega Server

IOT Vega Admin Tool

Pesusuna [ata Nms KoMMeHTapuu

01 05.06.2017 KEB [aTa co3gaHus 4OKyMeHTa

02 06.06.2017 MAU Menkne npaBku

03 16.06.2017 KEB Menkne npaBku

04 10072017  MAM LLo6aBne|j pasfen «YCTaHOBKa», MCMpPaBNeH pa3aen
«HacTpowka»

05 14.08.2017 KEB Menkue npasku

06 31082017 MAMU Ho6asneH pa3gen «IOT Vega AdmlvnTool»,
CKOPPEKTUPOBAH pasaen «HacTpomnka»

07 27.09.2017 MAU Menkue npasku B pa3gene «lOT Vega AdminTool»

08 20.12.2017 MAU I3meHeHus B paspene «HacTpomkm»

09 15.01.2018 MAU I3meHeHus B pasgene <<VCTaHOBKa»_V| «HacTtpownkun» B
CBA3n Cc nobaBneHmnem sepcum ona Linux ARM
Llo6aBneHa ccbiika Ha openssl 1 pekoMeHZaunm No

10 22.01.2018 BUIKO  pgonycTumbiM cMMBONaM B settings.conf B pasaene
«HacTpounkm»

11 12.02.2018 MAW [o6asneHbl MpunoxeHms An b

12 28092018 MAM I3MeHeHna B onncaHmm |ja cepBep, COCTaBe
KOH®UrypaumoHHOro damna n coctase Tabnuy, b/l

13 31.10.2019 KEB [lo6aBneHbl MyHKTbl KacaTebHO BO3MOXHOCTemn MO

14 01.03.2021 KEB Pasnen «Bo3aMOXHOCTU» U3MeEHEH
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15 04.12.2021 KEB [lo6aBneH pasaen 06 owmnbkax

16 17.05.2024 HEE Pa3zpnen «BoamoxxHOCTU» nameHeH
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